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N
ever before have com-
munication technologies 
exploded as rapidly as 
they have with the ad-
vent of Social Media. 
Certainly, as far as coun-

seling is concerned, these changes have 
prompted countless guidelines, rules and laws 
in order to control the use of evolving tech-
nologies and to protect the public.

“Social Media” — did this phrase even exist in 2005? Can it really be 
less than 10 years ago that we were trying to wrap our heads around this 
new method of communication? Considered then to be a novelty for 
young people, a flash in the pan, not many could envision how social media 
and other internet based communication technologies would change our 
world. For instance, 10 years ago could I imagine merely speaking my 
questions into my cellphone and receiving feedback in less than two min-
utes? Here is what my cellphone came up with today:

• In February 2005 Facebook, originally developed for the exclusive 
use of college students, had 9% of young adults enrolled as users. By 
August 2006, that number grew to 49%.

• In September 2006, Facebook offered enrollment to the general 
population.

• By December 2006, the number of people using Facebook was 12 
million.

• In October 2015, the number of people using Facebook was 1.49 
billion.

• By December 2015, the expected number of people using all types 
of social media will be a shade under 2 billion. This would have 
represented the entire world population in 1927.

There are now hundreds of social media sites worldwide with profes-
sional people currently using tools like Facebook, Twitter, LinkedIn, 
Instagram, Pinterest, WhatsApp, Snapchat and Skype to get their message 
across to others.

So what does this explosion in the use of social media mean to 
Substance Use Counselors?

Consider these BENEFITS:
• Counselors can join a community of online therapists to exchange 

ideas and network with each other.
• They can pursue continuing education and get professional informa-

tion from blogs, webinars and online journals.
• Through sites such as LinkedIn, a counselor can set up a personal 

pro file to attract and maintain a network of like-minded 
pro fessionals.

• Sites like Facebook can be used to share timely articles, inspirational 
stories and links to other resources.

• Sites providing the ability to video chat give counselors the oppor-
tunity to provide services to clientele who find it difficult to travel to 
an office for tra ditional face-to-face counseling.

• Bursts of inspirational pictures and quotes can be found on Pinterest 
or through Tweets.

But it is the use of social media when com-
municating with clients that has been a cause 
for concern for counselors, insurance compa-
nies and consumers of mental health/addiction 
services. A counselor will not find much con-
crete information when looking for legal 
guidelines related to the use of social media 
with clients.

So what does a counselor do when faced 
with:

• receiving a “friend request” from a client on Facebook?
• the temptation to search for information regarding a client on the 

Internet?
• the desire to use email/texting as a convenient way to correspond 

with clients in a professional manner?
• contemplating the delivery of counseling services via videoconferenc-

ing or teleconferencing sites?
• an employee’s use of Social Media when it concerns clients?
The lack of legal guidelines for the proper use of social media should 

not be construed as a green light for professionals to use social media 
without careful consideration. Rights to privacy and boundary issues don’t 
stop at the edge of a keyboard. Privacy laws such as HIPAA 1996 and 
various state laws must be considered every time you use current technolo-
gies to spread your message and communicate with clients. You should 
present your online services with the same professionalism and concerns 
as you would in face-to-face sessions with clients. My perspective comes 
from a liability standpoint as a provider of malpractice insurance to coun-
selors for over 20 years. So here are my thoughts on what to consider in 
order to avoid the time, expense and anguish incurred if sued due to the 
incautious use of social media and other technologies.

Develop Technical Skills (or Get It From a Professional)
Some counselors may feel that they will only avoid exposure to risk if 

they avoid any and all use of social media, emailing or texting with clients. 
In today’s world, it is very hard to take a rigid stance against using these 
technologies because there are so many positive interactions made possible 
by their existence. At the simplest level, this is an efficient way to schedule 
appointments, send reminders and announcements to your clients, and 
in fact this has now become standard practice. But, if you are a novice in 
the use of social media, emailing and/or texting, and you do not have a 
thorough knowledge of how to use privacy filters, encryption methods or 
other techniques to maintain privacy, then do not communicate with 
clients in these ways until you become more proficient.

• We have been told repeatedly that anything you post online has the 
potential of being out there permanently. So if you have a doubt 
about whether you’re posting or sending of information may cause 
a privacy breach, reconsider sending this.

• Consider what the use of emails or texts could do if a counselor is 
not aware of technical methods to insure privacy. For instance, an 
addiction counselor simply wants a quick and easy way to notify her 
clients of her new office location. So she sends a group email to her 
clients...without using the BCC (blind copy) option, thus 
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inadvertently announcing to all the recipients the identities of her 
other substance use clients. Group emails are a form of social media 
and you should avoid using this communication method with clients 
if you are not confident on how to maintain privacy. Encryption 
software should be installed on both your side and the recipient side.

• If forwarding anyone’s email to other parties, always read the entire 
e-mail trail to delete material that could be construed as a private. 
This practice of quickly forwarding emails can cause embarrassment 
at the very least, or a breach of confidentiality at worst.

• Consult with a professional to give you the technical knowledge you 
need to maintain privacy.

Unfortunately, no matter how good your technical skills are and even 
when you do your best to maintain privacy, hackers will have a better skill 
set than you. Use of informed consent wordage can lessen your exposure 
should a client’s personal information get into the wrong hands.

Develop a Social Media Policy for Both Clients and 
Employees

Clients: If you want to use a site like Facebook to reach out to profes-
sionals or clients, it is just common sense to create and maintain a separate 
online page for your professional life. Clients should not be privy to what 
you did during your last vacation. Clients may not want you to be checking 
their sites to see what they have been up to either. Develop written guide-
lines for clients that clearly state what the boundaries are for both you and
your client. These guidelines should include “friending” practices. Be aware
that if you “friend” a client, or a client “likes” a statement you post, that 
client may now have access to the names of everyone else that “friends” 
you or “likes” what you post. Guidelines should also cover the use of 
“messaging” through social media. For some excellent examples of guide-
lines and informed consent statements, just do an Internet search for 
“Guidelines for counselors and social media” and you will find plenty of 
helpful information and examples that will fit in with your counseling style.

Employees: It must be assumed that most of your employees use social 
media sites while away from the office. It is tempting for employees to 
want to gripe about a difficult client when they get home or to share 
amus ing anecdotes about clients to their social media friends. They may 
even feel they have the right to do this because of their “freedom of 
speech” as long as the client is not identified. If unique enough, sometimes 
an amusing or difficult situation can identify a client without using names. 
The fact is you can be held legally responsible for privacy breaches by em-
ployees even though you were not aware of their actions. Strongly urge 
your employees to use the strongest privacy settings available on sites like 
Facebook so that their content is not available to the general public. When 
Facebook does an update, remind employees to recheck their settings to 
make sure they did not default to a public setting.

It is essential that you have clear employee guidelines that stress that 
client privacy is a top priority of the organization. Clearly spell out what 
is not allowed and state what the consequences will be of deliberate 
breaches of the rules. Go over the guidelines with each employee and have 
them sign a statement that they understand the rules. Having rules in place 
makes your position clear and paves the way for enforcing consequences 
if the need arises.

E-Counseling or Online Counseling
Using teleconferencing sites to provide services could expose you to 

liability that may not be covered by professional liability insurance, espe-
cially if a client is not located in a state in which you are licensed. Most 
pro fessional liability policies for counselors have exclusions if services are 
provided in a state in which the insured is not properly licensed or certified. 
States differs in their laws concerning this practice but in many states a 
coun selor must be licensed in the state in which your client receives your 
services. Be sure to check with the licensing board of the states in which 
your clients reside to see if you must obtain a license to practice in that 
state. Written guidelines for you and your clients and informed consent 
should be in place before you provide services. The use of passwords just 
makes sense to make sure you are communicating with your client and 
not another party who has use of your client’s computer.

Not all teleconferencing sites are HIPAA compliant, therefore, make 
sure you check on a site’s HIPAA compliance status before you use it. 
Skype is not HIPAA compliant though they began working with a strategic 
partner this year to work toward that goal. A HIPAA compliant site will 
offer a Business Associate Agreement as required by HIPAA regulations. 
Consult with “telemental health” organizations such as Telemental Health 
Institute (www.telehealth.org.) This organization keeps updated lists of 
sites that are HIPAA compliant as well as provide educational articles, 
webinars and other training options.

If a Breach of Privacy Does Occur
Most professional liability insurance policies state that it is the duty of 

the insured to inform the insurance company as soon as possible if an 
incident occurs that could give rise to a claim. Delaying reporting the 
incident could jeopardize insurance coverage. But there is another reason 
to report incidents to your insurance company or representative in a timely 
manner. The insurance company claim or risk management department 
may be able to minimize the damage before the incident cascades out of 
control.

Whether meeting clients face to face or using social media sites and 
other technologies to communicate with clients, a counselors most im-
portant responsibilities are to maintain a professional presence, to do your 
utmost to safeguard your clients privacy and to respect boundaries, all 
while providing the standard of care expected of counselors. Written 
guidelines, informed consent and keeping up to date when using the latest 
technologies help counselors achieve those goals. Some professional 
counseling organizations have already revised their Ethics Codes to address 
the use of Social Media with clients. You can also reach out to your state 
licensing board to see if they have guidelines for your professional profiles 
on social media sites.

Pamela J. Van Cott, CPCU, is Assistant Vice President with the American Pro-
fes sional Agency, Inc. (APA, Inc.) and has 25 years of experience insuring 
professional liability, with a concentration in the addiction field. APA, Inc. has 
been a leading writer of professional liability for mental health and other 
pro fessionals for 40 years. With over 100,000 insureds, APA, Inc. has been 
en dorsed or sponsored by many national and regional mental health asso-
ci ations, including NAADAC. In addition, APA, Inc. has experienced staff to 
provide risk management consultation services for policyholders.
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